Internet
TECT
E

LY
==
-
m

'l

...1

Systems

S CYBERATTACKS 2 S DANGER

CYBERSECU RITYM:;.,.W

H[SHING s Le2 PROTECTION

I ROTECT ¢ Infurmatmn Technology

DATA
SYSTEM
Computer

e
3

-
|
W/
—
=4
-
o],
o
L
.,‘

SO
C

Web 5hell5
EACKDOORS
DIGITAL

presentedby: i finitp

TTTTTTTTTTTTTTTTTT



How do we stay ahead of the hackers?

Hackers have been holding the city of Baltimore’s computers hostage
for 2 weeks

A ransomware attack means Baltimore citizens can't pay their water bills or
parking tickets.

By Emily Stewart | emily.stewart@vox.com | May 21, 2019, 5:50pm EDT

December 16, 2019

Ransomware Attack Hits 22 Texas Towns, New Orleans hamstrung by ransomware attack
Authorities Say Tor Robinson
_ Follow @TeriRnNY
The state declined to say which towns were affected by the
coordinated cyberattack. But one expert said it could signal more @ @ @

such attacks in the future.

Q CONSUMER SECURITY CHECKLIST @tenable

-
1 Enable two-factor authentication. . /
. * _ ;,
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The computers are
down until further
notice

iz
<=,

Sorry for the
inconvenience

2 Update your apps and computers o )
« ASAP (<24 hours of getting notified).

3 Assign strong passwords to your
. computer and mobile devices -

and don't share them with anyone.




Natural instincts

Look both ways before
you cross the

DONT RUN WITH

WHEN YOU GET IN THE CAR, BE
SURE TO WEAR YOUR
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The “Computer Factor” of Security

Windows 10 Security on Modern Devices

(Fresh Install or upgraded from 64-bit Windows 8)
Virtualization Based
Security

UEFI Secure Boot Device Encryption

Device Guard

Credential Guard Windows Information Security Management
Protection

Windows Hello BitLocker Admin and Conditional Access
Companion Devices Monitoring

Trusted Platform Module Windows Hello BitLocker Windows Defender
Advanced Threat
BitLocker to Go Protection

@ e

: - . Breach detection
Device Threat Identity Information

; : . : investigation &
protection resistance protection protection 9
response

Windows Trusted Boot
Windows Update

Microsoft Edge
Windows Defender
Windows Firewall

SmartScreen

PRE-BREACH POST-BREACH

v
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Agenda

« Why are we so vulnerable

 How our vulnerabilities are exploited
« Current Threats

« Always / Never
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The Process

/

Select the victim:
Find contact
information

/

Choose "bait":
Create social
engineering cover
story

v

Purchase from
cyber criminals

!

Steal from
legitimate
websites with
weak security

!

Harvest social
media

!

Select randomly
from spam
mailing lists

v

Impersonate an
online service: "Login
here to verify"
"Confirm delivery"

v

Impersonate an
organization: "Fill out
for holiday bonus,"
"Pay this invoice”"

4

Impersonate an
acquaintance: use
social media analysis

v

Create a false
persona: e g.,
recruiter, researcher

éraft "hook": Create
believable way to

deliver malware or
steal credentials

v

Create a fake website to solicit
credentials

Hijack an existing web server
to host

Add a misleading URL

Add a misleading domain
Add a misleading HTTPS cert

!

Deliver malware disguised as an
email attachment

« Executable file disguised as a
document

» Document that delivers exploit
to endpoint application

« Document containing
macro/scripting malware
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/; Social Engineering in Practice:

Real Life Examples

Direct Request — Contrived Situation - Dressing up- Personal Persuasion

WE ARE
HIRING!



Why social engineers succeed
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In review

Why are we so
vulnerable?

We are bad at judging
risk — limited focus

How our vulnerabilities
are being actively
exploited

*Social Engineering
Tactics




Hold yourself accountable

« “We have limited mental capacity and we are unable to
process all the sights, sounds and other inputs that floods
the senses at any given moment.”

« “l know” increases stress and causes blind spots

 We must “design tools, tasks and routines to reduce the
risk of our own inevitable lapses”

PRIDE

OWNERSH
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RESPONSIBILITY &2 ©
ACTIONS &

Reliable

Source: Occupational Health and Safety
http://www.camc.ca/fr/'SMS_40/Articles_270/8.html
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Recent Examples

Fax Message

]

You have a new Vmail in Mailbox gg ¢

HTML | Raw
Good Morning Maryharrington , elivery

You missed a call From: "WIRELES5-CALLER™ <15842172%%> |
Length: 0:41 seconds .

very
Missed Call-ID: VM0523195kinmd 1

Download and LISTEN to missed Call in Attached above.

© 2019 ShareFolder, PO Box 77767, San Francisco, CA 94107
Laler IU: 15327330151

Date Received: 2015-05-14

Type: Attached in pdf

Number of pages: 3

Reference #: 48777038-19542060922-512
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OneDnive

Search everything

Files
Recent
Shared
Recycle bin

PO

Recent Examples

o Flow :E Sync

Files

: mame
o) HOVB7362.pdi
ioh  INVOICE PO#00(
.:; y Payment Oder #.
w4 Payment Order.p

|:: W PO 36?d59pdf

1] Office 365

To Verify It's you. Login With Your Credentials To Confirm
Account

Email Address

rnter your emaill address

Password

Enter your email password

@ SharePoint




. Recent Examples

Which condition|s) do you want to check?

|w/iwith specific words in the subject or bady
L] trom l& & lie gro

| wibhseesifis pords, ipihgsupiect

Apply this rule after the message arrives

forward it toigeorge.morgan33333 @ gmail.comi
and stop processing more rules

‘ and stop processing more rules
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? From: Kristen Sciretto <ksciretto@ashlandcormmercial.com>

Sent: Wednesday, April 17, 2019 2:44 PM

TO: kkhkkkkkkkhkkhkkkkkhkkkkkkk%k

Cc; ¥rxxrerearix.Sharon Russo <srusso@ashlandcommercial.com>
<srusso@ashlandcormmercial.com>; <rnolte@ashlandcommercial.com>
<rnolte@ashlandcormmercial.com>; azerola@ashlandcommercial.com
<azerola@ashlandcormmercial.com>

Subject: RE: wire was reversed

Mary,
Thank you for your correspondence, will contact our creditors regarding the
same, and will inform you once funds clears their account.

Sincerely,

Kristen Sciretto

Ashland Commercial Construction Co.
Office Manager

2 Centennial Drive

Peabody, MA 01960

(978) 531-3420

F: (978) 512-8918
ksciretto@ashlandcommercial.com



" W)Always (®Never
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; W) Always @Never

<V) Report Suspicious Behavior/Warnings
@ Self Resolve or Ignore Warnings Signs



; W) Always @Never

Always invest in employee training

Never expect employees to just “know”
from personal experience

(v ) Always invest in cyber insurance

(x) Never assume standard business insurance
Includes cyberinsurance coverage



@ networkcsc.com

FIND A LOCAL UNIFORM, LINEN AND MAT RENTAL LAUNDRY IN YOUR AREA Search Now LOGIN & PAY NOW

Network
MPOWONNG INGBReNdent Laundnes ABOUTV WHY LOCALWV WHY JOINvV SUPPLIER LIST INDUSTRY TRAININGwV COVID-19 UPDATES

Purchasing Power.
Advanced Training.

CSCNetwork offers both purchasing power and

< advanced training to independently owned and
operated textile companies.

Schedule of Events




; (V) Always @Never

(V, Use a passPHRASE
@ Use a dictionary word, write it down or share it

How V characters does a strong passphrase contain? 16
3) Use 2 Factor Authentication whe

Does v dttepydipisiearacter types you use? No

Weak or Strong Password?

MyPetsNameisFred aaabbbbccc zyxwvuts Pa$$wOrd1

TheTrafficOn265Was*&!$ThisMorning!

4) Use Pass Phrases: https://www.useapassphrase.com/
https://untroubled.org/pwgen/ppgen.cqi



https://www.useapassphrase.com/
https://untroubled.org/pwgen/ppgen.cgi

 |In review




D .
Do you Judge Risk Properly?

 You are “in control”
which means you will
always underestimate
the danger

« Use “Always/Never”
statements and
standard operating
procedures to guide
your actions - avoid
becoming a victim




Above all else... -

Realize your limitations and execute you
checklists.

Practical Tips:
goo.gl/N9vYOa

Stay informed - this is LIFE not just business
— http://internetsafety.trendmicro.com/



http://internetsafety.trendmicro.com/

Security Awareness Seminar

Send Questionsito:
Binfinitesolutionslic.com—==u
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